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4To Takoe NGFW i
C TOYKU 3peHUA
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NGFW foskeH ymeTb XN edecT

o O6pabaTbiBaTb Tpad¢uk Ha ypoBHe L2- 0 AHanu3nMpoBaTbCA AOJIXEH

L4 (dunbTpauma no MAC, 3awmTa OT
DDoS, spoof-aTak)

o 06ecneynBaTb aHa/IN3 Ha YPOBHAX

L4-L7:
o WpeHTudukauma Ttpaduka
NPUNOXEHUN

o BbiABNeHMe aTakK CUrHaTypHbIMU
M 3BPUCTUYECKUMU MeTOoAaMK
(IPS, AntiVirus)

o AHanusnpoBaTb CoAepxumoe
Tpaduka (URI, dannbl u paxe
DLP)

He ip—naKeT, a ceTeBaAdA ceccud
OT CTapTa OO0 3aBepleHuA.

PacwuppoBbiBaTb Tpaduk AN aHANM3a
(SSL Inspection)

NopnepxuBatb I/0 virtualization

NoanepxuBaTb CeTeBble TOMOJIOTUN:
MapuwpyTu3auua, B paspbiB,
KOMMYTauusa, 3epKaaMpoBaHue
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NGFW - 3To ewe u ceteBoe *ecT
YCTPOUCTBO

o Static routes o DHCP

o BGP, MP-BGP o DNS, DDNS

o OSPFv2, OSPFv3 o ECMP

o RIPv2 o LLDP

o IPv4 multicast routing o GRE, VXLAN

o BFD o QoS

o Redistribution
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Buabl annapaTHbIX
apxXutTeKTyp NGFW



TEXH@ fecs
KpaTko pect
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PA-5000 series TeXHepecT

Signature Match HW Engine
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PA-5200 series
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PA-5250: Processor:

Cavium Octeon CN7890
MIPS64 (DP) / Intel

Xeon D1567 (MP)
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Fortigate TeXHepecT

FortiGate-3800D/3810D Blockschaltbild

FEERTINET
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. . TOX H@) ifotecs
Cisco Secure Firewall EXHOpecT

The 4200 Series
appliances employ

CPU Complex custom-built inline
Field Programmable
Gateway Array (FPGA)
components to
accelerate critical
stateful inspection and
cryptography functions
directly within the

Management Onboard and Network Module

interfaces PHY (interfaces) d a t a p l a n e .
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SmartNIC - Palo Alto *DecT

The current NVIDIA BlueField-2
DPU scalability limitations
are as follows:

Session table capacity:
500,000 sessions

Session table update rate:
7000 sessions/second

. 80% of traffic offloaded by DPU
Connections p er second: 20 ) 000 B 20% of traffic inspected by VM-Series

O-F-F 1 Oad d h d i r p i n ra t e. ~9 @ G b p S Wii-Series and BlueField-2 DPU-based Intelligent Traffic Offload.
for 1500 byte packets

)
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SmartNIC - Palo Alto *DecT

The current NVIDIA BlueField-2
DPU scalability limitations
are as follows:

Session table capacity:
500,000 sessions

A - . - Session table update rate:
S @ S ® 7000 sessions/second

Figure 1: Palo Alto Networks VVM-Series software firewall and

NVIDIA BlueField-3 or BlueField-2 DPU-based ITO C onhec t i ons p er secon d . 2@ , @@@

Offload hairpin rate: ~90 Gbps
for 1500 byte packets
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TOX H@)ifotecs
ASIC - 3TO gewesBo EXHOPecT

Wil e BN [

HETHETE Architecture RTL design Synthesis loor Fabrication
requirements planning

Building a new ASIC takes a lot of Time and Money
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Fortigate - 3To BCEIjA XHepecr
bbiICcTpO

Key Benefits NP7 Advantage

Specification NP7 ASIC
Firewall

IPsec VPN

Threat Protection

SSL Inspection

Concurrent Sessions

Sessions per second

Network Interfaces
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KTo ucnonbsyet Intel,
Yy TOro HeT YyCKOpeHMS

Intel® QuickAssist Technology (Intel® QAT)

Intel QAT is a technology for
accelerating data encryption/decryption,
public key cryptography for key
exchange... This acceleration technology
is integrated into 4th Gen Intel Xeon
Scalable processors, supporting rates of
up to 400 Gbps for common cryptographic
ciphers and up to 160 Gbps verified
compression.

UCcTOYHUK
OLleHKM

APNet™ 20
(1 aapo)
cU (1

A[po,
5000 Q2)

TEXH® infotecs
!G)eCT

Intel®
QuickAssist
Technology

AES-256 AES-256 GCM
CBC

4,1 20,7 T6ut/c
reuwt/c
24 (65K) 41 (65K)
rewt/c reuwTt/c
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KTo ucnonbsyet Intel, TeXHegecT

y TOro HeT YyCKOpeHus

L LT L ——

Intel® DSA

~
H Accelerated data
protection and improved
data storage efficiency
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KTo ucnonbsyet Intel,
Yy TOro HeT YyCKOpeHMS

is a high-performance multiple
regex matching library.

also takes advantage of the
latest Intel® Advanced Vector Extensions
512 ( ) vectorized bit
manipulation instructions (vBMI)
available on both the 3rd and 4th Gen
Intel Xeon Scalable processors. It is
suitable for usage scenarios such as
DPI, IDS,IPS and firewalls, and has been
deployed in network security solutions
worldwide.

TEXH® infotecs
!%DENCT

HYPERSCAN

Pattern Matching Software

Performance (Gbps)
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KTo ucnonbsyet Intel,
Yy TOro HeT YyCKOpeHMS

is a
hardware managed system of queues and

arbiters connecting producers and consumers.

These producers and consumers are typically
software threads running on different cores
or threads.

can be used to help alleviate the
following potential system bottlenecks in
NGFW: Elephant Flow, Slow Packets, Quaue
Management

a

TeX H |nfotecs
.G)ec

: Illtel' DLB

Core Scallng Performance (64B)

| |
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[loduemy Mbl i
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infotecs

Intel DPDK TeXHepecT

Linux Kernel Linux Kernel
without DPDK with DPDK

Applications

USER SPACE

Applications

DPDK Libraries

Linux Kernel Linux Kernel

==l

il

Network Controller Network Controller

KERNEL SPACE

NETWORK HARDWARE
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Intel DPDK 40G TEXHQewes

Test Results

Table 3: Test #1 Result

Frame Size (Bytes)  Line Rate[4x10G] (Mpps)  Frame Rate (Mpps) % Line Rate

Figure 1: DPDK NIC performance test setup (1 port per NIC)

Intel Server

Intel NIC

Figure 4: Test #1 Result - RFC2544 zero packet loss test on 1x Intel® Ethernet Converged
Network Adapter X710-DA4

DP m n ntel® Ethe

IXIA®
Traffic Generator
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BbiBO bl



Bce Mcnonb3ywT ycKopeHue TEXHOpecT

Te KTO uncnonb3ywT Intel ucnonb3ywT annapaTHOe yCKOpeHue
(6nokn BcTpoeHsl B CPU, Network chips)

Te KTO ucnonb3ywT ASIC, FPGA yckopAwT o0bpaboTky
B pAje cueHapueB, a He Bcerga

BaxHee BbIACHATb npousBoanTenbHoCcTb NGFW B Bawwnx
yCnoBuAX, 6e3 ornagku Ha annapaTHbIn COCTaB
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Hawuy nnaHbl S
B 4YaCTwm

annapaTHOro

YCKOpeHUA



M3y4aem M UCNONb3yeM BCe MeTOoabl ' “hect

Ucnonb3yem Intel u npogonkaem u3yd4aTb BCE€ MX HOBble BO3MOXHOCTM

. .
ooooo

Intel® DSA
Accelerated data
protection and improved
data storage efficiency
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U3yyaeM M UCNoONb3yeMm TEXH@ e

BCe meToapl

Ucnonb3yem FGPA (yckopeHue Kpuntorpa¢um L2-10G, 100G)
U n3y4yaem BO3MOXHOCTU uUcnosib3oBaHUA AnA NGFW

ViPNet Turbo100
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U3yyaeM M UCNoONb3yeMm TEXH@ e

BCé MeTOoAbl
U3yyanm SmartNIC (caHKUMOHHOE AaBJieHWe) U NpPoAO/KAEM U3y4YaTb

o B4COM tech SN1 SmartNIC
(2x100 Iréut/c, ASIC Chelsio)

o Napatech F2070 (2x100 Iéut/c,
FPGA+XeonD+16I6 DDR)

o Intel N2S-UPU@1 (1x100 Iéwut/c,
Atom P5742, 166 eMMC)

o Lanner N2S NVIDIA BlueField DPU
(2x100 réout/c, SWITCH+ARM)
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U3yyaeM M UCNoONb3yeMm TEXH@ e

BCeé MeTOoAbl

Ucnonb3yeM U npoaoskaemM pa3BuMBAaTb MeXaHWU3Mbl FOPU3OHTAJIBHOIO
MacwTabupoBaHua (kKnacrtepusauyuma A-A)

IXIA 100 Gbps ViPNet xFirewall IXIA 100 Gbps

banaHcupoBka 2024 rop

ViPNet Cluster 4.1 2013 rop
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TeX H. infotecs

CpaBHUBaUTe i
noTpebuTenbckKkue
Ka4yecCTBa



JlaHHble C cailToB Henb3A TeXHOS&er
CPaBHUTb

Ve

.

AnameTp JlyHbl B 400 pa3 MeHblle gunameTpa ConHua. lpu 3TOM JlyHa
npumMepHo B 400 pa3 6auxe K 3emne, 4em K ConHuy. MosTomMy C 3emau

JlyHa u Co/HUE KaxyTcCs MPUMEPHO OAMHAKOBOro pa3Mepa, U Mbl MOXEM
HabnwaaTb COJIHEYHOE 3aTMeHMue.
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o TOX H @) infotecs
[laHHble C caiTa EXHOpecT

Firewall, 1518 byte UDP
(M6uT/cCek)

AppControl, EMIX,
(MbuT/cek)

NGFW (AppControl+IPS),
(M6uTt/cek)
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TOX H@) ifotecs
CmMecu Tpaduka SXHpeeT

Cmecb KpynHoro poccuiickoro Enterprise

M n/n | NpoTokon Knacc Jona Tpapuka Honsa
no throughput, | Tpa¢uka
% no CPS, % N Npunoxexwne | fonsA
Tpa¢uka, %
1 HTTPS WEB
p HTTP WEB
1. Amazon S3
3 SAP ENTERPRISE
4 CITRIX ENTERPRISE 2 AOL Instant
Messenger
5 ORACLE ENTERPRISE 3. BitTorrent
3 SSH ENTERPRISE a. Facebook
7 RDP ENTERPRISE 5. Gmail
8 LDAP ENTERPRISE 6. Gtalk
9 SMB FILE 7. HTTP

10 NFS FILE 8. Simulated

11 MAPI MAIL
12 POP3 MAIL

13 SMTP MAIL

14 IMAP MAIL

15 SIP MEDIA/UDP
16 RTP MEDIA/UDP
17 VIPNET MEDIA/UDP 14. YouTube

18 DNS MEDIA/UDP . 37

HTTPS
9. SMTP

10. SSH
11. Oracle DB

12. Twitter

13. Yahoo Mail
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Pe3synbTaThl U3MepeHUii MO eanHON ' “B&cT

MmeToAguke

Realistic Traffic Generator

Firewall, 1518 byte 1 640 1 916 (orpaHu4yeHue
UDP (M6uT/cek) KaHana 1G)

AppControl, RuEntMIX,
(MbuT/cek)

260, 04 746,66

NGFW (AppControl+IPS),

RUENtMIX, (M6uT/cek) S 37,22
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